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Abstract: Information and communication technology is advancing. New technological innovations are introduced daily in
several fields. Decentralization, precision, transparency, and information security have made blockchain technology popular in
many fields. Bitcoin and other cryptocurrencies are examples of Blockchain technology in practise. Companies are racing to
discover how distributed ledger and advanced technology, or blockchain, may help innovate transactional systems, product
offerings, and operational procedures. This study examines how blockchain technology will affect libraries. Libraries prioritise
advanced technology for information security and transparency in the digital age. Modern library technology will please patrons
and maintain information dispersion, security, and transparency. Libraries can improve efficiency by using Blockchain
technology to execute many activities and obtain insights about their potential use, benefits, and relevance. This study project
attempts to understand blockchain-based library management modules' originality, efficacy, application, and challenges to
reduce human labour. Blockchain technology in libraries is still understudied, but this study will be beneficial. The researcher
is contextually exploring Blockchain technology in libraries. A study found that blockchain technology in libraries will improve
information security, work productivity, user pleasure, loyalty, transparency in resource distribution, and decentralised data
protection.
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1. Introduction

Blockchain is a cutting-edge technology that has the potential to transform how we share and obtain information completely.
This cutting-edge technology combines several technologies to build a new distributed database, including consensus processes,
peer-to-peer networks, cryptography, and smart contracts. Numerous industry areas, including finance, healthcare, education,
engineering, business, supply chain management, and information technology, have expressed interest in Blockchain
technology because of its potential for transformation. As a result, large sums of money are being invested in all these industries
to research and explore the disruptive potential of blockchain technology.

Libraries, the change agents of the 21st century, are quickly using new technology to provide the greatest quantity of knowledge.
Blockchain technology has promising implications for addressing many difficulties in the library domain: it stores information
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in a decentralized, climate-resistant environment. Specifically, Blockchain technology can be leveraged in library settings to
facilitate the collection, storage, and exchange of trustworthy information without the need for complex technical infrastructure.
By enabling transparent and secure transactions, Blockchain technology has the potential to streamline many of the traditional
processes involved in information management and exchange while also enhancing accessibility and trustworthiness. With
careful consideration and implementation of appropriate Blockchain-based solutions, libraries can optimize their information
management capabilities and improve the quality and availability of their services.

The use of Blockchain technology is expanding and changing quickly. In this ICT era, libraries/librarians should realize the
necessity of BCT execution in libraries to enhance library services. Libraries may find ways to store, preserve, and share
material using Blockchain technology. Utilizing this technology will also aid the procurement of library resources to improve
collection upkeep [4]. Blockchain can support user and research data privacy while safeguarding user and patron records.
Furthermore, Blockchain technology facilitates communication between patrons and library staff [5]. The researcher has
adopted a contextual approach to explore the implications of Blockchain technology in libraries. The study concluded that
adopting blockchain technology in libraries will enhance the effectiveness and efficiency of information security and
transparency of library resource dissemination, as well as library patrons’ information security through decentralized control.

2. Motivation and Scope of the Study

The main motivation for the follow-up research is that Blockchain technology is revolutionary because it can guarantee record
integrity through total transparency and decentralization. Most of the current research on blockchain focuses on financial topics,
like supply-chain management’s capacity to facilitate transparency and traceability, as well as the value and volatility of Bitcoin.
Even though research on Blockchain technology is expanding, very few academics have examined the technology’s practical
applications. Additionally, there is a shortage of academic publications in the field of (LIS) examining new developments in
Blockchain discourse and how they affect the LIS profession. The blockchain’s safe and transparent operation in bit-coin trading
has been demonstrated.

2.1. Objectives of the Study

The following goals served as the foundation for the study’s conduct. The study aims to explore the growing trends in
Blockchain applications in libraries to clarify the changes and assess the factors libraries should be aware of when integrating
Blockchain technology. The second objective is to evaluate blockchain technology’s fundamental idea and significance to
ascertain data security, transparency, and decentralization in conjunction with libraries and to assess the possible applications,
advantages, and difficulties of blockchain technology adoption in libraries.

2.2. Purpose of the Study

This research review restricted the use of Blockchain technology in libraries and how it can build library patron’s trust regarding
information security & transparency and improve the security and & transparency of information resources dissemination. As
well as how library professionals can improve decision-making by using blockchain technology to share unchallengeable and
verified information resources with library patrons. This study involves defining how the use of blockchain will affect the
libraries.

3. Methodology

The literature was explored by collecting and collating information from scholarly journals, websites’ renowned databases, and
web portals. Some journals in databases, especially in the field of Library Science such as Library Trend, Library and
Information Science Abstract (LISA), where the topics provide knowledge and concepts of the general nature of Blockchain
technology and capture the basic concept of Blockchain technology in libraries, which were included to give more insight into
the subject matter. The search pattern used to search through the databases, Google Books, scholar, Google advance search,
and other search engines was the Boolean search commands and the main key terms employed for the search include
“Blockchain technology,” “Libraries, ”,
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technology implication” “library operation”, “adoption of Blockchain technology”,
“data decentralization”. In order to further build on the topic and for background reading, subject material and other related
professional journal articles, review papers, and conference proceedings were utilized.

4. Literature Survey
4.1. Blockchain Technology Decentralization vs Centralization

Blockchain technology is the “next internet’s” change direction. Every “block” is, in essence, a section of a database that
contains data. There are two categories for blockchain: public and private. The primary distinction between public and private
blockchains is the degree to which user access is granted. Public blockchains are decentralized peer-to-peer networks, whereas
private blockchains have a centralized authority controlling the ledger. Public blockchains, often called permission-less
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blockchains, are entirely open and adhere to the concept of decentralization. Two examples of public blockchains are Ethereum
and Bitcoin (Figure 1).

LY

Centralized

Decentralized

Figure 1: Blockchain Technology Centralization and Decentralization

Blocks can be added to the chain and accessed by everyone on the network. The speed benefit of private blockchains like Ripple
and Hyper-ledger comes from fewer users, reducing the time it takes to reach an agreement and validate a transaction. Private
blockchains are readily scalable and can handle thousands of transactions per second.

4.2. Working Strategy of Blockchain

A Genesis Block was the first block a cryptocurrency, like Bitcoin, ever mined. Information about transactions on a Blockchain
network is stored in a sequence of units called blocks, which make up a Blockchain. Every block has a distinct header, and the
block header hash of each block uniquely identifies it. The initial block in a blockchain that is added after another block is
called the Genesis Block, sometimes called Block 0. Since each block refers to the one before it, it serves as the ancestor to
whom all subsequent blocks can effectively trace their genealogy. With this, creating new bitcoins and validating existing ones
was started. It took six days after the Genesis Block for mining to begin on the following block, Block 1. This is unusual since
the average time-stamp should have a 10-minute interval between blocks.

e  “Adistributed database that maintains a continuously growing list of ordered records, called blocks,” is what is meant
to be understood by a blockchain. Cryptography is used to join these blocks. Every block has transaction data, a time-
stamp, and a cryptographic hash of the block before it. Hashing is the method used to link blocks together in a
blockchain. A hash is a mathematical function that accepts input data and outputs a fixed-size value called a hash. A
Blockchain’s hash is created by fusing the data in a block with the hash of the block before it in the chain. A blockchain’s
blocks are connected as follows:

e A fresh block is generated with information, a time-stamp, and a distinct hash.

e  The earlier block’s hash is appended to the current block in the chain.

e The network then verifies the new block to ensure its hash matches the data it contains and satisfies its validation
requirements.

e Upon validation, the block is appended to the blockchain, with the hash of the latest block serving as the preceding
block’s hash for the subsequent block appended to the sequence.

Blockchain £

Genesis Block

Figure 2: Working Strategy of Blockchain

This method of connecting blocks makes each block in the blockchain unchangeable and impervious to tampering because any
modifications made to one would cause the hash of that block to differ from the previous block’s hash, which would then be
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put in the subsequent block (Figure 2). This eliminates the need for a central authority and produces a trustworthy, transparent,
and safe ledger of transactions.

As a result, blockchain, also known as a decentralized digital transformation technology, is a relatively new technology that is
gaining popularity across various industries and diverse sectors. The idea of blockchain technology (BCT) is comprehensive
enough to address the significance of having an integrated shared information system and guarantee the security and integrity
of shared data.

4.3. Importance of Blockchain

Similar to how early Internet systems like the World Wide Web and modern media streaming services were made possible by
new networking protocols, some hailed the blockchain as a revolutionary new technological layer that could transform future
transaction-based exchanges. While TCP/IP enabled the instantaneous transmission of information, the Blockchain protocol
permits the immediate movement of value, which is the primary distinction between those early network protocols and the
blockchain.

Scott and Mckie [16] make three forecasts in their book “Blockchain, Blueprint for a New Economy” regarding the uptake of
Blockchain technology: Blockchain 1.0, 2.0, and 3.0. She refers to Blockchain 1.0 as the period of online cryptocurrency, using
the present Bitcoin system as an illustration. We are already well into this phase, as seen by the millions of Bitcoin transactions
daily. Blockchain 2.0, which will track contracts, financial data, public data, and property rights in the blockchain, is almost
here. Blockchain 2.0 solutions include databases resistant to fraud and inaccuracies in property ownership records. Applications
for Blockchain 3.0 in science, medicine, and education are part of their agenda.

According to her prediction, open and distributed blockchain would house previously hidden information and controlled
institutions.

4.4. Blockchain is the solution to the problems

We regularly face a wide range of issues in libraries. We work to design stimulating settings. We make an effort to stick to our
budgets. We collaborate with our clients, patrons, users, scholars, students, or other user-specific terminology in your business.
We collaborate across divisions, locations, consortia, etc. We work to quantify and communicate the value we bring to our
surroundings. These difficulties are all looking for solutions. But as the proverbial saying goes, “If all you have is a hammer,
all your problems look like nails.” So, the question becomes, “What issues can Blockchain help us with?”” We will consider the
“why” and “so what” of blockchain as a solution to the issues and opportunities throughout this report (Figure 3).

Blockchain 1.0
Eg: Bitcoin

Generation of Blockchain

Blockchain 2.0
Eg: Smart contracts

Blockchain 3.0
Eg: DApp

Figure 3: Generation of Blockchain [15]

Libraries work, and they work well. Records and catalogs are shared. In our databases, there are customer records. Our budgets
for collections are managed. We provide library cards. And, to put it mildly, we are quite conscious of privacy-related issues.
According to Bohme et al. [14], using Blockchain technology could dramatically enhance several areas. Even though
Blockchain technology can answer these problems and worries, new problems are often created during deployment. The
individual circumstances of each instance will ultimately determine if the technology is transformational and of sufficient value
to be considered and used in your firm.

4.5. Historical Development of Blockchain Technology in Different Fields of Life

Considerable adjustments may need to be made to contract law to account for online and computer agreements. They claimed
that although legal code has been used as legislation for many years, it must now be modified to accommodate computer code.
“From Code is Law to Law is Code” is how they describe it. Holub & Johnson [9] observed that a wide range of academic and
professional domains, including “technical fields, economics, law, public policy, finance, accounting, and others,” have been
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affected by Bitcoin and Blockchain. However, several studies focus on using blockchain technology in various application
aspects. This has been applied by many researchers in different fields for better understanding, such as healthcare [1];[2]; [4]-
[14]; [17];[18] (Table 1).

Table 1: Historical development of Blockchain technology & its implementation (2008-2023)

Year Development Implementation/Fields
Financial services, currency,
2008 Satoshi Nakamoto published a paper outlining the concept of a decentralized, | payments
trustless digital currency called Bitcoin, built on Blockchain technology.
2009 Launch of Bitcoin network Cryptocurrency

The first real-world Bitcoin transaction occurs when a programmer buys two | Currency, payments
2010 pizzas for 10,000 BTC.

2011 Introduction of Namecoin, a fork of Bitcoin with a focus on domain name | Decentralized naming system
registration and decentralized naming system

2013 Introduction of Mastercoin, the first layer-2 protocol built on top of Bitcoin | Decentralized exchange

2014 Ethereum, a Blockchain platform with smart contract functionality, has been | Decentralized  applications,
launched. smart contracts

2015 The first Blockchain consortium, R3, is founded to explore the use of | Financial services, supply
Blockchain technology in financial services. chain, healthcare

2016 The first Blockchain-based supply chain management platform, Everledger, | Supply chain management,
has been launched. provenance, fraud prevention

2017 The first Blockchain-based decentralized file storage platform, IPFS, is | File storage, content
launched. distribution, web 3.0

2018 IBM launched a Blockchain-based platform for global trade called | Supply chain, trade finance,
TradeLens logistics

2019 Facebook announces plans to launch Libra, a stablecoin built on Blockchain | Digital currency, payments,
technology. financial services

2020 The World Economic Forum launched a Blockchain-based platform for | Climate change, sustainability,
tracking carbon emissions called the Climate Traceability Platform. carbon offsetting

2021 The first Bitcoin exchange-traded fund (ETF) is approved in Canada Investment, cryptocurrency
Increased Adoption of Blockchain in Healthcare; Development of Hybrid | Healthcare; Enterprise;

2022 Blockchain Solutions; Implementation of Blockchain in Digital Advertising; | Advertising; Cyber security;
Increased Use of Blockchain in Cyber security; Expansion of NFTs into | Gaming; Sports; Identity;
Gaming and Sports; Launch of National Blockchain-based Identity Systems; | Agriculture;

Implementation of Blockchain in Agriculture
Development of Quantum-Resistant Blockchain Solutions; Expansion of | Enterprise; Supply Chain; Real
2023 Blockchain-based Supply Chain Management into Luxury Goods; | Estate; Environmental
Implementation of Blockchain in Real Estate Transactions; Increased Use of | Sustainability; Finance;
Blockchain in Environmental Sustainability; Adoption of Blockchain-based
Payments by Major Financial Institutions

Blockchain technology generally originated with the unidentified person or group known as Satoshi Nakamoto, who published
the Bitcoin whitepaper in 2008. A decentralized system for peer-to-peer electronic cash transfers without the need for go-
betweens like banks was suggested in the whitepaper. This paved the way for the growth of blockchain technology and
cryptocurrencies. A new era in digital currencies began in 2009 with the establishment of the Bitcoin network. Utilizing a
Blockchain to record and validate transactions without needing go-betweens, Bitcoin became the first decentralized
cryptocurrency. Early adopters immediately took to it, and by 2013, word had spread to the general public. In 2010, Laszlo
Hanyecz, a programmer, made the first Bitcoin transaction in real life by exchanging 10,000 BTC (about USD 100 million) for
two pizzas. This demonstrated the potential advantages of Bitcoin as a medium of trade and contributed to the general public’s
understanding of cryptocurrencies.

As a 2011 Bitcoin fork, Namecoin was introduced with an emphasis on decentralized naming systems and domain name
registration. It was one of the earliest Blockchain-based solutions to address the problem of decentralized naming, and it was
intended to be used as an alternative to conventional domain name systems like DNS. The first layer-2 protocol, constructed
on top of Bitcoin, was introduced in 2013 and was called Mastercoin. It allowed new tokens to be created on the Bitcoin
Blockchain, opening up new applications for the technology. It was primarily used for the establishment of decentralized
exchanges. Ethereum and Smart Contracts: In 2014, Ethereum was unveiled, bringing with it the idea of smart contracts and
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extending the potential of Blockchain technology. Self-executing or smart contracts can automate confirming, carrying out, and
upholding a contract’s provisions.

Decentralized applications (dapps), which are capable of operating on the Ethereum Blockchain, were also launched by
Ethereum. Enterprise Blockchain - In 2015, major financial institutions such as JP Morgan and Goldman Sachs began exploring
the use of Blockchain technology for enterprise applications, creating enterprise Blockchain platforms such as Corda and Hyper
ledger Fabric. Initial Coin Offerings (ICOs) - Initial Coin Offerings (ICOs): Increasingly popular in 2017, Initial Coin Offerings
(ICOs) are blockchain-based fundraising mechanisms that allow firms to raise capital by issuing digital tokens on a Blockchain
network. 2018 saw the height of ICO popularity; however, many were subsequently revealed to be fraudulent or fallen short of
expectations.

Blockchain Interoperability: Several projects aimed at facilitating data exchange and communication between various
Blockchain networks were introduced in 2019. Among these efforts are Polkadot, Cosmos, and ICON. Non-Fungible Tokens
(NFTs): The idea of NFTs became well-known in 2021 and made it possible for people to create and sell one-of-a-kind digital
goods on Blockchain networks, like films, music, and artwork. NFTs use blockchain technology to facilitate the safe and open
ownership and transfer of digital assets.

5. Blockchain Technology and Libraries

Abid [5] conducted a study on blockchain technology in libraries, highlighting the following as examples of blockchain-based
technologies: corporate library record keeping, organizational data management of intellectual property for R&D, library cards,
interlibrary loan and voucher systems, library credential verification (information literacy), archives and special collections
where provenance and authenticity are essential. Additionally, several research studies have discovered that blockchain
technology revolutionizes interlibrary borrowing by creating a new paradigm among academic institutions. Libraries are
implementing blockchain technology to manage interlibrary loans. Blockchain-driven interlibrary loan administration platform.
The future of interlibrary loan involves the use of blockchain in libraries.

Zou & Tian [7] discussed the use of Blockchain technology exploration and application for copyright management of libraries.
They explored the implementation of Blockchain technology for future copyright management in law, which is also associated
with copyright management in libraries. They also deliberate on the Blockchain technology-based copyright management
system for libraries to maintain the security and transparency of information. Zou & Tian [7] also described the application of
Blockchain technology in copyright management. They also followed the previous studies to explore the use of Blockchain-
based intellectual property management systems for libraries to enhance the security of library resources.

D’ignazio and Bhargava [1] examined that although librarians are aware of a variety of strategies for locating, identifying, and
accessing trustworthy information, our capacity to do so is frequently hampered by things like the growing skill of dishonest
information providers in mimicking the appearance of a trustworthy source, the time constraints that prevent librarians from
thoroughly examining the source and nature of the resources we use, and growing financial constraints that make it more
difficult for us to obtain resources. Blockchain technology can potentially simplify several traditional library functions, such as
fine payment, room reservations, programmer registration, and circulation.

Nwagwu et al. [2] are looking into the potential benefits of blockchain for source authentication in law libraries. Information
specialists could utilize blockchains to locate and identify the most recent, accurate data version. Corporate and legal librarians
could make use of this. According to other research, bibliographic metadata can be unauthorizedly stored in a distributed,
decentralized system using Blockchain technology. The Online Computer Library Center’s (OCLC) decentralized, Blockchain-
based alternative would be this.

There are several intriguing use cases for specialist applications in various types of libraries, in addition to the use of blockchain
in standard library activities (interlibrary loans, etc.). Another application of this technology is in scholarly publication, where
it can be used to manage the submission process for manuscripts, examine them quickly, and verify them further [3]. Blockchain
can also be used to manage contracts and data and transfer funds from libraries to vendors [6].

Blockchain can also be used to establish digital provenance. Blockchain is used by Stampers, a digital notary, to produce “proof
of provenance.” Archival databases and institutional repositories could both use this methodology. Blockchain may be used to
“disrupt the existing business models and to study how this may occur”. The usage of blockchain, according to Queiroz et al.
[10], “as a solution to establishing and keeping trustworthy digital records, exposing some of the limitations, risks, and
opportunities of the method,” has its drawbacks as well as its advantages (Table 2).
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Table 2: Blockchain technology implementation benefits and challenges in libraries

Potential
Application Description Benefits Challenges
Digital asset and Secure and tamper-proof | Limited scalability due to high
rights Decentralized storage and | storage;  efficient  and | resource requirements; potential
management management of digital collections, | transparent sharing of | lack of interoperability with
including eBooks, journals, videos, | resources. Blockchain | existing systems
and images. It also can be used to | technology can increase
manage  digital rights and | security and control over
permissions for library resources, | library resources, create

such as e-books, music, and other
digital content. This can help
prevent unauthorized access and
sharing of library resources while
enabling more flexible and efficient
licensing and distribution models.

more flexible and efficient
licensing and distribution
models, and enhance the
privacy and security of
library data.

Interlibrary loan | Secure and efficient sharing of | Reduced processing time | Lack of standards for data
materials among libraries, | and cost; improved security | exchange and interoperability
including physical items and digital | and privacy of patron data | between libraries;  potential
resources complexity of implementing

Blockchain technology

Metadata Decentralized storage and | Improved data quality and | Potential lack of interoperability

management management of metadata for | accuracy; reduced risk of | with existing metadata standards;
library resources data loss or corruption limited scalability due to high

resource requirements

Copyright Secure and transparent | Improved transparency and | Potential legal and regulatory

management management of copyright in | accountability; reduced risk | barriers; complexity of
libraries, including licensing, | of  infringement and | integrating Blockchain
permissions, and royalties litigation technology with existing

copyright systems

Authentication Secure authentication and access | Improved security and | Potential complexity of

and access | control for library resources, | privacy of patron data; | implementation and integration

control including login credentials and user | reduced risk of | with  existing authentication
profiles unauthorized access systems; potential issues with
usability for patrons

Data privacy Decentralized and secure storage of | Improved  security and | Potential legal and regulatory
patron data, including personal | privacy of patron data; | barriers; complexity of
information and borrowing history | reduced risk of data | integrating with existing library

breaches or leaks

systems and workflows

Intellectual Secure and transparent | Improved transparency and | Potential legal and regulatory
property management of  intellectual | accountability; reduced risk | barriers; complexity of
management property in libraries, including | of  infringement and | integrating with existing
patents, trademarks, and licenses litigation intellectual property systems
Improved accuracy and
Cataloging and reliability of metadata, | Potential lack of interoperability
metadata Blockchain technology can create a | increased interoperability | with existing metadata standards;
management decentralized and secure system for | and data sharing between | limited scalability due to high
cataloging and managing metadata. | libraries, and enhanced | resource requirements
This can help improve the accuracy | privacy and security of
and reliability of library catalogs | library data. It also

while also making it easier to share
and exchange metadata with other

improved data quality and
accuracy and reduced the

libraries. Decentralized storage and | risk of data loss or
management of metadata for | corruption.
library  resources, including
descriptive and  administrative
metadata
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Data privacy Decentralized and secure storage of | Improved  security and | Potential legal and regulatory
patron data, including personal | privacy of patron data; | barriers; complexity of
information and borrowing history | reduced risk of data | integrating with existing library

breaches or leaks systems and workflows

Digital Decentralized storage and | Improved data quality and | Limited scalability due to high

preservation and | management of preservation and | accuracy; reduced risk of | resource requirements; potential

conservation conservation  data, including | data loss or corruption lack of interoperability with
conservation treatment reports and existing preservation and
digital preservation metadata conservation systems

Open access | Decentralized management of | Increased transparency and | Potential lack of incentives for

publishing open-access publications, | accountability; reduced | publishers to participate; limited
including peer review, licensing, | costs and barriers to access | scalability due to high resource
and dissemination for researchers and readers | requirements

Data is generally stored on the blockchain in a safe, decentralized setting. This is consistent with librarians’ role historically:
gathering, organizing, and sharing trustworthy knowledge. Libraries can use the blockchain to help them with this, especially
in scientific publishing. One potential use for the blockchain is the time-stamped, verified generation of journal articles. A low-
cost, independently verifiable method that may be widely and easily used to audit and confirm the reliability of scientific
investigations was successfully demonstrated by Queiroz et al. [10] using the Bitcoin Blockchain. They achieved this by
converting a trial protocol document’s plaintext into a cryptographic hash and utilizing it to generate a new private Bitcoin key.
This generates a time-stamped record in the blockchain that other researchers may easily verify. The new document’s hash will
differ from the one recorded in the chain if the original document has been altered.

The blockchain could also be used as a library’s digital rights management (DRM) tool. The inherent reproducibility of digital
information poses problems for publishers and libraries. To prevent libraries and customers from copying their goods,
publishers have applied strict, frequently ineffective DRM technologies. The blockchain can be linked to digital resources and
utilized to demonstrate the “provable scarcity” of that resource since it generates a singular, verifiable record accessible to
everyone. This would make identifying, managing, and specifically transferring digital content possible. Although publishers
could be confident that no copies were being made, it is questionable if prices would reduce [8].

5.1. Amorousness of Blockchain Technology in Libraries

There are credible examples of Blockchain use for interlibrary loans, scholarly publishing, credentialing, and developing a
universal library card. However, there is a need for model projects to be set up for beta testing, and that is the focus of the path
forward. Since Blockchain technology is here to stay, libraries should be concerned. Many corporations have invested in the
Blockchain concept to promote their businesses. Our library community will be exposed to applications based on Blockchain
technology as adoption increases and use cases materialize. Blockchain technology may be used to create library systems.
Perhaps open standards will be used to create our upcoming integrated library systems, and Blockchain technology will be used
to safeguard user records.

Therefore, it is in our best interests as libraries to be knowledgeable about Blockchain technology or, at the very least,
acquainted with it to accurately assess whether we are being provided with workable applications and systems or merely
attractive fads and marketing tactics. Applications utilizing blockchain will be created that we have not yet considered. In light
of this, we have a great chance to advance Blockchain technology in libraries, museums, and archives. Opportunities for the
usage of blockchain will include those involving academic records, research, financing sources, and other areas. So, it makes
sense for libraries to get ready for these discussions.

Linking blockchain with the nascent technologies of big data and artificial intelligence will probably be another significant
relationship. The ability to create systems that are considerably better than what we now have may be the best explanation for
why libraries should be concerned about Blockchain technology [14]. Blockchain has numerous benefits, such as
decentralization, persistence, anonymity, and auditability. There is a wide spectrum of Blockchain applications ranging from
cryptocurrency, financial services, risk management, internet of Things (IoT) to public and social services as described by [14]
the use of Blockchain technology in a new social order strategic direction. Blockchain increases trust, time-saving, security,
transparency, and the traceability of data shared across different networks and delivers cost savings with new efficiencies. Here
is how Blockchain technology can be implemented in libraries (Figure 4):
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Figure 4: Amorousness of Blockchain Technology in Libraries

In this digital age, managing digital resources and their copyrights is growing more difficult. Thus, libraries may control digital
content distribution and copyright using Blockchain technology. By utilizing Blockchain technology, we can ensure that
copyright rules are upheld and that only authorized individuals may access digital content. Second, information security and
authentication are provided by blockchain technology. Utilizing blockchain technology can facilitate access to library materials
and secure authentication. Libraries can guarantee that data is safe from unwanted access and produce a tamper-proof record
of user access by utilizing blockchain technology. Thirdly, libraries can employ Blockchain technology to digitally preserve
content and keep it accessible for a long time. Libraries may use Blockchain technology to produce a permanent digital content
record that can be viewed and verified anytime. Fourth, libraries can conduct their interlibrary lending operations transparently
and safely. It is possible to build a decentralized interlibrary loan system with blockchain technology.

Libraries can use blockchain technology to build a shared digital ledger of resources accessible to all participating libraries.
Finally, smart contracts, self-executing contracts in which the terms of the sale are encoded directly into code, can be used by
libraries to automate various procedures. For instance, smart contracts can be used to automate the distribution of library funds
or the borrowing and lending of materials. Lastly, because there is no need for central authority verification and the Blockchain
network reduces costs in many ways, time settlements may be made more swiftly and affordably. There is no need for third-
party confirmation. It is feasible to share assets directly. Fewer go-betweens are involved. Each member copies the shared
ledger; thus, transaction attempts are minimal.

5.2. Library operations through Blockchain Technology

When implemented properly, blockchain technology can address several issues in the library sector, including the distributed,
temper-resistant storing of information. Without many technological obstacles, blockchain can be utilized in library settings to
collect, store, and disseminate authoritative information. The security, transparency, and effectiveness of library operations
could all be enhanced by blockchain technology. Libraries should exercise caution when implementing Blockchain technology
and ensure user privacy and data security are maintained (Figure 5).

Cataloging Library Aquisitions
. . Collection
Circulation Maintenance
. Special Collection &
Interlibrary Loan Archives
Book Issuance Scholarly Record
Book Returns Analytics in Library
) Unified/Verified
Fine Payment Library Card
Reservation Blockchain for
Information Literacy

Figure 5: Library operations through Blockchain technology
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A decentralized cataloging system that guarantees the confidentiality and traceability of cataloging records can be established
by using blockchain technology in cataloging. A decentralized circulation system that guarantees the traceability and
transparency of circulation records can be established using blockchain technology. A decentralized interlibrary lending system
that guarantees the security and traceability of interlibrary loan records can be established using blockchain technology.
Blockchain can be used to establish a decentralized system for issuing books that guarantee their security and traceability and
a decentralized system for the return of books that guarantees their transparency and traceability. A decentralized fine payment
system that guarantees the security and traceability of fine payment records can be established using blockchain technology.

A decentralized reservation system that guarantees the traceability and transparency of reservation records can be established
using blockchain technology. A library must use the Blockchain for Library Acquisitions to manage contracts. Numerous
suppliers would need to be supported by the system, and blocks would need to be created to satisfy the requirements specified
in each contract. The library would next have to develop a suitable authentication system so that users could authenticate and
locate content. In order to gain access to the necessary material, the vendors would then need to collaborate to create an
authentication procedure that matches the verification provided by the blockchain. Blockchain technology would enable us to
track every single item in our collections. A block including details on the original purchase, the item (either in MARC, RDA,
or a new metadata standard), and transactions would be generated for each holding.

Every time an activity occurred, the event would create a new block for that holding in the blockchain. For example, if a library
purchases an important historical item, it may encode the contract and the transaction in the blockchain. You can also note down
other purchase details, such as the price, date, and time. From there, the data can be made accessible through the same
procedures for discovery used in regular collection development. In an extremely basic case, a researcher could register an idea
on the blockchain. This would act as a link to the original idea’s conception. The blockchain can then be used to monitor the
advancement of the research and its other implications when the idea becomes written draughts. Libraries must deliver statistics
and meet performance requirements for analytics to demonstrate their value. Still, evaluating and analyzing libraries is
challenging.

Using blockchain, we might start collecting data on service interactions and link it to other organizational and community data.
A Combined/Verified Collection Libraries most often connect with users or customers through “card” user accounts, which are
authenticated with a library card and a specifically established user ID. This card lets users engage with the library’s services
and system. Both physical and virtual lending libraries are available to them. They can access databases and other resources by
completing an online authentication process. This system has long been reliable in its operation. However, advancements can
be made with blockchain. Blockchain for Information Literacy has the potential to be a major component of digital literacy
education. Blockchain technology can be utilized to create information verification systems. A Blockchain-based system might
be used to upload, time-stamped, and verify news reports.

6. Discussions

High resource needs limit scaling, and there may be a lack of compatibility with current systems lack of standards for data
interchange and library interoperability; possible difficulty in putting Blockchain technology into practice; incompatibility with
current metadata standards; restricted scalability because of heavy resource requirements Possible obstacles pertaining to law
and regulation; intricacy of combining Blockchain technology with current copyright frameworks Possibility of installation and
integration difficulties with current authentication systems; potential problems with patron usability Possibility of legal and
regulatory obstacles; difficulty connecting with current workflows and library systems Potential obstacles in the form of laws
and regulations; difficulties integrating with the current systems for intellectual property Possibility of incompatibility with
current metadata standards; restricted scalability because of heavy resource needs Possibility of legal and regulatory obstacles;
difficulty connecting with current workflows and library systems High resource needs limit scalability, and there may be a lack
of compatibility with current preservation and conservation systems Possible lack of incentives for publishers to take part;
expensive resource needs hinder scalability.

Blockchain technology is causing a stir in many sectors, including libraries. The adoption and application of blockchain
technology may greatly impact how libraries operate and how users engage with their services. One potential application of
blockchain technology in libraries would be developing a decentralized cataloging system. Customers would find locating the
materials they need easier if a decentralized system allowed information to be exchanged and validated across several libraries.
By collaborating to build and manage an extensive catalog, libraries may be able to avoid putting in redundant work. Blockchain
technology may also be used in libraries for digital rights management purposes. Digital resources like audiobooks and e-books
are more frequently available by libraries, but preserving digital rights can be complicated. Blockchain technology may help
by offering a transparent and safe means of tracking who owns what digital content and how it is used. This might guarantee
the payment of authors and publishers fairly and the observance of copyright rules. Blockchain technology has applications
beyond digital rights management and cataloging, such as improving library transaction security and privacy.
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Libraries frequently gather private user data, including names, addresses, and borrowing records. Blockchain technology may
store and share this data transparently and safely while maintaining customer privacy. Of course, there are difficulties in
integrating Blockchain technology in libraries. The expense of setting up and maintaining Blockchain systems is one issue; for
smaller libraries, this could be too costly. Because distinct libraries could use different Blockchain platforms or protocols,
interoperability between Blockchain systems presents another difficulty. Overall, the adoption and application of Blockchain
technology may greatly impact how libraries operate and how users engage with their services. The potential advantages of
Blockchain technology for libraries are too substantial to overlook, notwithstanding the obstacles that must be addressed.
Observing how Blockchain technology is integrated into library operations as they change in the digital age will be interesting.

Blockchain technology offers libraries many potential advantages, like better digital rights management and better cataloging.
Among the main advantages of blockchain technology for libraries are the following: Decentralized cataloging: By enabling
the creation of a decentralized cataloging system, blockchain technology may let libraries share and validate information.
Customers would find it simpler to locate the required materials, and there would be less time wasted switching between
libraries. Digital rights management: Although more and more libraries provide digital resources like eBooks and audiobooks,
handling digital rights can be complicated. Blockchain technology may offer a transparent and safe means of tracking who
owns what digital content and how it is used, assisting in enforcing copyright regulations and guaranteeing fair compensation
for writers and publishers.

Privacy and security: Names, addresses, and borrowing histories are private details that libraries gather about their users.
Blockchain technology can potentially develop an open, transparent, and safe system for exchanging and storing this data while
maintaining customer privacy. Decreased administrative costs: Blockchain technology has the potential to help libraries cut
expenses by simplifying digital rights management and building a more effective cataloging system. This would free up funds
for other projects. Better information access: Libraries might give their patrons, especially those in underprivileged
communities, better information access through the implementation of a decentralized cataloging system and enhanced digital
rights management.

Open access: Blockchain technology may help establish open access mechanisms for academic publications, increasing the
accessibility and transparency of research. Preservation of cultural heritage: By generating a safe and unchangeable record of
their ownership and origin, blockchain technology has the potential to conserve and safeguard cultural heritage items, such as
rare books and manuscripts. Blockchain technology has a lot of diverse advantages for libraries. The potential benefits of
Blockchain technology make it an enticing proposition for libraries in the digital era, notwithstanding the hurdles associated
with its implementation.

Blockchain technology has a lot of potential to change how libraries operate and provide services to their users in the future.
Blockchain technology can potentially improve cataloging, digital rights management, privacy and security, interlibrary loan,
information access, open access systems, and the preservation of works belonging to cultural heritage as libraries adapt to the
digital era. Blockchain technology implementation in libraries still faces several obstacles, including staff training and expense,
but the potential rewards make it an exciting prospect for the future of libraries. We anticipate seeing more libraries use
blockchain technology in their operations and services as it develops and gains traction, resulting in a more effective, safe, and
transparent library system that better meets the demands of patrons.

6.1. Summary of the above discussion

As mentioned earlier, the discussion focuses on how Blockchain technology is being implemented in libraries and its
advantages. Blockchain technology can potentially revolutionize several library operations, including open access systems,
interlibrary loans, digital rights management, cataloging, and privacy for patrons and preserving works related to cultural
heritage. A more open, safe, and effective library system that better meets the requirements of users can be made possible by
technology. Blockchain technology presents an intriguing opportunity for libraries in the digital era, despite overcoming
obstacles, to realize its full potential.

7. Conclusion

The invention of a backup system for changing libraries results from the web’s progression from a standalone system to a self-
communicating system. Mobile services, cloud computing, digital libraries, and databases have all contributed to creating an
environment conducive to library growth. The difficulties that data theft poses are not to be minimized. Data encryption and
role-based access limitations can help users of Blockchain technology avoid these unanticipated problems. According to the
study, libraries can use blockchain technology in several contexts, including acquisitions, collection upkeep, scholarly records,
special collections and archives, user authentication, security, and easy access to traditional collections. Lastly, the study
recommends that future researchers apply the themes and find answers to the questions raised in this review to enhance the
work of practitioners and policymakers. Secondly, it encourages stakeholders, including practitioners, system
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designers/developers, and policymakers, to work together to create Blockchain ecosystems that support accounting and auditing
as they undergo digital transformation.

Acknowledgment: Thanks to the journal for kind cooperation and for publishing my quality work in the best journal.

Data Availability Statement: Data will be available on demand.

Funding Statement: No funding has been obtained to help prepare this manuscript and research work.

Conflicts of Interest Statement: No conflicts of interest have been declared by the author(s). Citations and references are
mentioned in the information used.

Ethics and Consent Statement: The consent was obtained from the organization and individual participants during data
collection, and ethical approval and participant consent were received.

References

1.

2.

11.

12.

13.

14.

15.

16.

17.

18.

C. D’ignazio and R. Bhargava, “Blockchain and the Future of Digital Archives,” The American Archivist, vol. 82, no.
2, pp. 308-326, 2019.

E. Nwagwu, I. Chiluwa, and I. Osunmakinde, “Metadata Management in Library Using Blockchain Technology,”
Library Philosophy and Practice, vol. 2020, no.1, pp. 1-8, 2020.

F. Casino, T. K. Dasaklis, and C. Patsakis, “A systematic literature review of blockchain-based applications: Current
status, classification and open issues,” Telemat. Inform., vol. 36, no.1, pp. 55-81, 2019.

G. Governatori, F. ldelberger, Z. Milosevic, R. Riveret, G. Sartor, and X. Xu, “On legal contracts, imperative and
declarative smart contracts, and blockchain systems,” Artif. Intell. Law, vol. 26, no. 4, pp. 377409, 2018.

H. Abid, “Uses of blockchain technologies in library services,” Libr. Hi-Tech News, vol. 38, no. 8, pp. 9-11, 2021.
J. G. Coghill, “Blockchain and its implications for libraries,” J. Electron. Resour. Med. Libr., vol. 15, no. 2, pp. 66—
70, 2018.

J. Zou and F. Tian, “A blockchain-based intellectual property management system for libraries,” Journal of Academic
Librarianship, vol. 47, no. 3, pp. 1-17, 2021.

M. B. Hoy, “An introduction to the blockchain and its implications for libraries and medicine,” Med. Ref. Serv. Q.,
vol. 36, no. 3, pp. 273-279, 2017.

M. Holub and J. Johnson, “Bitcoin research across disciplines,” Inf. Soc., vol. 34, no. 2, pp. 114-126, 2018.

. M. M. Queiroz, R. Telles, and S. H. Bonilla, Blockchain and supply chain management integration: a systematic

review of the literature. Supply chain management,” An international journal, vol. 25, no. 2, pp. 241-254, 2020.

M. Xu, Y. Li, and C. Li, “Blockchain-Based Authentication and Authorization for Online Library Service System,”
in International Conference on Industrial Internet, Cham: Springer, pp. 40-47, 2021.

Mathew, V. K. Shukla, A. Chaubey, and S. Dutta, “Artificial intelligence: Hope for future or hype by intellectuals?,”
in 2021 9th International Conference on Reliability, Infocom Technologies and Optimization (Trends and Future
Directions) (ICRITO), Noida, India, 2021.

N. Hackius and M. Petersen, “Blockchain in logistics and supply chain: trick or treat?,” in Digitalization in Supply
Chain Management and Logistics: Smart and Digital Solutions for an Industry 4.0 Environment. Proceedings of the
Hamburg International Conference of Logistics (HICL), vol. 23, no.1, pp. 3-18, 2017.

R. Bohme, N. Christin, B. Edelman, and T. Moore, “Bitcoin design principles enabling technologies and processes,”
Journal of Economic Perspectives, vol. 29, no. 2, pp. 38-213, 2015.

S. V. Akram, P. K. Malik, R. Singh, G. Anita, and S. Tanwar, “Adoption of blockchain technology in various realms:
Opportunities and challenges,” Secur. Priv., vol. 3, no. 5, p. €109, 2020.

S. V. Scott and S. Mckie, “Decentralising electricity: Blockchain technology and the future of the electric grid,”
Energy Research & Social Science, vol. 44, no.4, pp. 253-259, 2018.

V. L. Lemieux, “Trusting records: is Blockchain technology the answer?,” Rec. Manag. J., vol. 26, no. 2, pp. 110—
139, 2016.

W. Nowinski and M. Kozma, “How can blockchain technology disrupt the existing business models?” Entrep. Bus.
Econ. Rev., vol. 5, no. 3, pp. 173-188, 2017.

Vol.1, No.1, 2024 53





